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1. What is a crowded place and why is it at risk? 

A crowded space is an area which is easily accessed by many people at once. Use of  this space may 
fluctuate, particularly with crowd density. Crowd density is affected by factors such as time, weather 
and event frequency, although this makes its peek capacity predictable. 

Examples of  a crowded place: 
• Major public transport stations 
• Shopping centres 
• Tourist attractions 
• Sports stadiums 
• Public plazas 
• Religious buildings 
• Schools and campuses  

Crowded places have become increasingly preferential as a terrorist target due to the significant 
impact it causes by creating as many victims as easily as possible. The predictability of  use for a 
crowded place is not only an advantage to a potential attacker and can be used by owners and 
operators to provide appropriate risk mitigation. It makes little sense to attack a hotel district during 
the morning or driving a vehicle into a train station when it is not operating as there is no impact. 
Terrorism is about sending a message and exploiting vulnerability. If  there is no impact, there is no 
message.  

The increased preference for vehicle-based terrorist attacks creates an element of  unpredictability 
and a challenge for owners of  shared public spaces that are at risk of  being targeted. The Flinders 
St incident in Melbourne 2017, while not being attributed to terrorism, highlights the potential for a 
true vehicle-based terrorism attack and the impact this has on the community. The London Bridge 
attack in June 2017 and the Barcelona attack in August 2017 act as key examples of  vehicles being 
used as an effective attack method in crowded places.  

There are situations which are not terrorism related where these anti-vehicle methods can apply to 
mitigate risk in crowded places. Incidents where people lose control of  their vehicle and crash into 
buildings such as schools, highlights a situation where anti-vehicle mitigation could significantly 
reduce the risk to other users of  the space.  

 To address crowded place vulnerability, the Australia-New Zealand Counter-Terrorism Committee 
released the Hostile Vehicle Guidelines for Crowded Places document. This set of  guidelines 
dictates the way that owners and operators can reduce the impact of  vehicle-based terrorism on 
their crowded places.   
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2. Requirements of  public space operators: 

1. Conduct a risk assessment on your design or existing crowded place to establish potential 
vulnerabilities. 

2. Provide security proportionate to the threat. This involves managing costs and avoiding 
negative impacts on functionality while providing the appropriate risk mitigation. Care must 
be taken to not create other risks such as limiting accessibility or egress systems. 

3. Define vehicle, pedestrian and shared spaces to balance security and functionality  

3.  Design versus retrofitting  
    

Designing the space to generate the best risk mitigation without imposing on the functionality      
should be the primary goal of  any owner or operator. 

The benefit of  implementing anti-vehicle mitigation during the design phase greatly increases the 
options available for owners and operators, while reducing extra costs post construction. These 
options also provide designers the option for aesthetic continuation in the space instead of  
sacrificing intended design for security. 

Anti-vehicle design features can include: 

• Implementing level changes using stairs and inclines. 

• Limiting straight line entry and use vertical deflections to reduce approach speed. 

• Separating vehicle and pedestrian space using features, e.g., water, garden or artistic. 

These examples do not limit, but increase the options for designs within a crowded space.  

The issue with retrofitting is that it often incurs considerable cost and loss of  functionality. This 
means that adding anti-vehicle protection is seen negatively rather than a value-adding asset. This 
can be avoided by having anti-vehicle counter terrorism part of  the initial design.  

4. Balance not fortress 

Achieving the required balance between security and function can be challenging. It may seem 
easier to lock down a crowded place with high fencing and completely restrict vehicle access, but 
this does more harm than it provides in security. A crowded place will attract fewer users if  it looks 
and feels like a cage. Also, restricting vehicle access makes emergency response problematic and in 
reality makes the space less safe. The fortress method is greatly outshone by the effective results of  
careful counter terrorism anti-vehicle mitigation implemented during the design stage.  
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